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Abstract

Orientation: Artificial intelligence (AI) monitoring differs from earlier electronic performance monitoring in three respects: It observes continuously, it infers states that employees never disclose, and it removes human discretion from evaluation. These features change how employees experience oversight.

Research purpose: We examine how perceived AI monitoring relates to turnover intention (TI) through two sequential mechanisms: Perceived privacy intrusion (PPI) and psychological reactance.

Motivation for the study: Monitoring research disagrees about whether oversight harms employees, yet it rarely specifies the psychological route from algorithmic oversight to exit cognition. We address that route directly rather than restating the debate.

Research approach/design and method: We collected cross-sectional survey data from 390 Generation Z employees in Indonesian organisations whose work is subject to automated monitoring. We tested the model using partial least squares structural equation modelling (PLS-SEM).

Main findings: Artificial intelligence monitoring relates most strongly to PPI. Intrusion predicts psychological reactance, and reactance is the most proximal predictor of TI. The central mechanism is a serial cascade: Monitoring raises intrusion, intrusion activates reactance, and reactance drives the intention to leave.

Practical/managerial implications: Because reactance, not intrusion, is the proximal driver of exit, technical privacy fixes alone are insufficient. Restoring discretion, voice and procedural justification addresses the mechanism that the data identify as decisive.

Contribution/value-add: We specify a boundary–autonomy cascade. The contribution is the ordering of appraisal before motivation and before behaviour, not the integration of established theories as such. This ordering reframes turnover as an autonomy-restoration response to oversight that employees judge illegitimate.
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Introduction

Workplace monitoring research carries an unresolved disagreement. One line of work treats oversight as a control that protects performance; another treats it as a stressor that erodes the conditions performance depends on. Decades of evidence show that monitoring can raise stress, reduce perceived control and lower satisfaction when organisations apply it without procedural safeguards (Carayon, 1994; Siegel et al., 2022). The disagreement persists because most studies estimate whether monitoring affects outcomes rather than how it does so. Artificial intelligence (AI)-enabled monitoring now spreads through organisations faster than the disagreement resolves. Industry research and qualitative accounts describe systems that scan internal communication and behavioural data in real time and highlight worker concerns about privacy, autonomy and well-being (Cardon et al., 2023; Sum et al., 2025). Syntheses of AI in organisations similarly document a divide between promised efficiency gains and risks to worker experience and job quality (Bankins et al., 2024). These sources motivate the question but do not answer it. The unanswered question is mechanistic: Through what psychological route does AI monitoring translate into the intention to leave?

Artificial intelligence monitoring is not a faster version of electronic performance monitoring (EPM); it differs in ways that change employee psychology. Four features matter. Opacity hides the evaluative standard, so employees cannot predict what behaviour the system rewards or penalises. Inference extends evaluation beyond observed action to imputed states such as sentiment, intent or risk, so the system generates information that employees never disclosed. Automation removes human discretion, so there is no person to whom an employee can appeal or explain. Permanence extends the temporal reach of evaluation, so past data remain available indefinitely. Each feature produces a distinct psychological consequence: Opacity produces evaluative uncertainty, inference produces informational exposure, automation removes the relational buffer that once softened oversight, and permanence dissolves the sense that evaluation is bounded in time. Electronic performance monitoring research, which studies episodic and observable monitoring, does not capture these consequences (Kalischko & Riedl, 2021; Ravid et al., 2023). The gap is therefore not the absence of monitoring research but the absence of a model that connects these specific features to withdrawal cognition.

We propose a single integrating idea that unifies these constructs. Artificial intelligence monitoring is a structural condition that expands the boundary of legitimate organisational access to information and behaviour. Perceived privacy intrusion (PPI) is the cognitive appraisal of that expansion. Psychological reactance is the motivational response to the autonomy threat the appraisal carries. Turnover intention (TI) is the behavioural form that autonomy restoration takes when restoration inside the organisation appears blocked. These four elements form one causal sequence – condition, appraisal, motivation, behaviour – that serves as the conceptual contribution.

Resolving the question requires conceptual precision about the focal construct. We define it as perceived automated monitoring intensity: The extent to which employees perceive that automated systems track, evaluate and retain their work behaviour. This construct admits a continuum. Key-performance-indicator dashboards anchor its low-opacity, low-inference pole; AI-driven analytics anchor its high-opacity, high-inference pole. We treat AI monitoring as the upper region of this continuum rather than as a categorically separate object, because employees experience the underlying dimension – the perceived scope and unpredictability of automated evaluation – rather than the engineering label.

The study makes three delimited contributions. Firstly, it extends EPM research by specifying a mediated route, replacing direct-effect estimation with an appraisal-then-motivation sequence that names the intervening psychology (Glavin et al., 2024; Ravid et al., 2023). Secondly, it advances algorithmic management scholarship by identifying privacy intrusion as the appraisal that converts opaque governance into resistance, rather than treating resistance as an unexplained reaction to technology (Köchling et al., 2025; Wiener et al., 2023). Thirdly, it extends exit theory by reframing TI as autonomy restoration under constrained voice, which links classic exit reasoning to digitally governed work (Hirschman, 1970; Korunka et al., 2008).

Theoretical review

Turnover intention reflects more than dissatisfaction or workload; it can express a judgement about the legitimacy of organisational control. The structural logic of control begins with disciplinary power. Foucault (1977) argued that visibility produces self-regulation, because individuals who assume continuous observation adjust their own behaviour. Artificial intelligence monitoring intensifies this logic by making observation datafied and continuous rather than spatial and episodic (Leicht-Deobald et al., 2019; Mettler, 2023). We supply the missing bridge in three steps. Observation produces self-regulation; self-regulation experienced as imposed rather than chosen threatens autonomy; and a sustained autonomy threat motivates withdrawal. Disciplinary power therefore explains the structural condition, but the route to turnover runs through the employee’s appraisal of that condition.

Autonomy is central to this route, and self-determination theory justifies its centrality rather than asserting it. Deci and Ryan (2000) demonstrate that autonomy is a basic psychological need whose frustration predicts disengagement and withdrawal. Artificial intelligence monitoring frustrates autonomy in a specific way that distinguishes it from strict EPM. Under observable EPM, an employee can infer the standard and adapt to it. Under opaque AI monitoring, the standard is unknowable, so adaptation becomes impossible, and control becomes unattainable. The threat is not merely ‘being watched’ but ‘being judged by a standard one cannot see’. This unpredictability converts monitoring into a sustained autonomy frustration (Gagné et al., 2022; McAnally & Hagger, 2024).

Privacy theory contributes something autonomy theory cannot. Autonomy concerns control over one’s actions; privacy concerns control over information about oneself. Artificial intelligence’s inferential capacity attacks the second specifically, because it produces information that the employee never disclosed and may not recognise as theirs. Nissenbaum (2004) names this violation through contextual integrity: A privacy harm occurs when information flows exceed the norms appropriate to a context. Artificial intelligence monitoring routinely exceeds those norms by inferring states from behavioural traces. Privacy theory therefore identifies a distinct injury – boundary overreach in the informational domain – that the autonomy concept does not contain (Carter, 2024; Mettler, 2023).

The integration rests on one ordering principle: Cognitive appraisal precedes motivation, and motivation precedes behaviour. Artificial intelligence monitoring establishes the structural condition. Boundary appraisal registers the condition as intrusion when informational norms are violated. Reactance converts intrusion into a motivational state directed at restoring threatened freedom (Brehm, 1966). The AI-specific features sharpen this sequence through a reasoned pairing rather than an enumeration. Opacity and inference act together: Opacity hides the standard while inference widens it, so employees face evaluation that is both expanding and unreadable. Automation and permanence also act together: Automation removes the human discretion that once allowed appeal, while permanence removes the temporal limit that once let evaluations expire. The first pair drives the intrusion appraisal; the second pair removes the conditions under which an employee might restore control internally. Together they convert monitoring from bounded evaluation into unbounded governance (Boyd & Andalibi, 2023; Mettler, 2023).

Hypothesis development

Artificial intelligence monitoring should raise PPI for reasons specific to AI rather than to monitoring in general. Observable EPM collects what employees know they are producing. Artificial intelligence monitoring infers what they have not disclosed and conceals the basis of that inference. Employees therefore appraise the collection as exceeding both what they consented to and what the task requires, which aligns with contemporary definitions of perceived information privacy violation and workplace privacy invasion (Bhave et al., 2020; Li et al., 2025). The opacity of the system compounds the appraisal, because employees cannot verify the limits of access and must assume the broadest plausible scope. Intrusion is thus a predictable response to inference under opacity, not to surveillance as such (Mettler, 2023):


H1: Artificial intelligence monitoring is positively associated with employees’ perceived privacy intrusion.



Artificial intelligence monitoring should also raise psychological reactance through a route that is distinct from the privacy route, which resolves the apparent redundancy between a direct and a mediated path. The privacy route operates through informational appraisal; the direct route operates through behavioural standardisation. When automated systems narrow the range of acceptable behaviour and tighten evaluative feedback, they restrict the employee’s perceived freedom to choose how to work, independent of any informational concern (Feng et al., 2019; Sessions et al., 2023). The two routes are conceptually separable: One threatens control over information, the other threatens control over action. We retain the direct path because the standardisation mechanism does not require the privacy appraisal to operate:


H2: Artificial intelligence monitoring is positively associated with employees’ psychological reactance.



Perceived privacy intrusion should activate reactance because boundary violation is a freedom threat. Privacy-boundary perspectives and communication privacy management theory hold that violations of informational norms provoke defensive arousal and a sense of turbulence when rules about access and use are exceeded (Meng, 2024; Petronio, 2015). When employees judge that monitoring exceeds legitimate authority, they experience the violation as a constraint on personal sovereignty, and reactance follows as the motivational defence of the threatened boundary (Yost et al., 2019). Intrusion is therefore the cognitive trigger that converts exposure into resistance:


H3: Perceived privacy intrusion is positively associated with psychological reactance.



Perceived privacy intrusion should also relate directly to TI, although weaklier, through the erosion of trust. Invasive digital surveillance and privacy violations are linked to reduced organisational trust, higher stress and lower satisfaction, which in turn increase withdrawal and intentions to leave (Kalischko & Riedl, 2024; Li et al., 2025). When monitoring is unavoidable and tied to livelihood, the privacy trade-off appears coercive rather than voluntary, so intrusion influences strategic decisions about leaving rather than discomfort alone:


H4: Perceived privacy intrusion is positively associated with employees’ turnover intention.



Psychological reactance should exert the most proximal influence on TI, and reactance theory must be extended to specify why. Reactance theory describes the motivational state but stops short of naming the behaviour it produces in employment settings. We extend it by specifying the behaviour: When employees perceive no internal channel through which to restore autonomy, exit becomes the available restoration strategy. Sustained reactance under opaque governance therefore converts into withdrawal cognition, because the organisation offers no other route to recover the threatened freedom (Feng et al., 2019; Sessions et al., 2023). This specification is the theoretical advance the hypothesis requires:


H5: Psychological reactance is positively associated with employees’ turnover intention.



The model’s central claim is a serial cascade, and we foreground it rather than testing every possible path. The ordering follows appraisal logic: Cognition precedes motivation, and motivation precedes behaviour. Artificial intelligence monitoring expands informational and evaluative reach; this expansion is appraised as intrusion; intrusion activates reactance; reactance drives the intention to leave. Evidence from related domains shows that privacy-related appraisals and trust judgements often precede and channel effects on downstream outcomes such as commitment, satisfaction and TI, and that sequential mediation models fit such processes better than parallel ones (Kalischko & Riedl, 2024; Zhao et al., 2022). We treat the serial path as the primary explanation and the direct effects as residual mechanisms that the cascade does not fully absorb. This priority answers why serial mediation is theoretically superior to parallel mediation: Parallel mediation treats intrusion and reactance as interchangeable routes, whereas the serial form respects their causal order, in which an appraisal must occur before the motivation it provokes. Specifying this order is what allows the model to explain the process rather than merely to estimate every coefficient:


H6: Perceived privacy intrusion mediates the relationship between AI monitoring and psychological reactance.

H7: Psychological reactance mediates the relationship between AI monitoring and turnover intention.

H8: Perceived privacy intrusion mediates the relationship between AI monitoring and turnover intention.

H9: Psychological reactance mediates the relationship between perceived privacy intrusion and turnover intention.

H10: Artificial intelligence monitoring is indirectly associated with turnover intention through the sequential mediation of perceived privacy intrusion and psychological reactance.



Research design

Sample and procedure

We employed a cross-sectional survey design. The target population comprised Generation Z employees in Indonesian organisations whose work is subject to automated monitoring. We define automated monitoring as the use of software systems that track work activity, evaluate performance from that activity, and retain the resulting data without continuous human mediation. This definition includes AI-driven analytics at the high-opacity pole and key-performance-indicator dashboards at the low-opacity pole, and it excludes purely manual supervision. We adopted this operational boundary to remove the conflation of AI monitoring with non-automated oversight that an undefined sample would permit.

We recruited participants through purposive sampling with a screening filter. Eligibility required three conditions: Birth within the Generation Z range, current employment in an Indonesian organisation and direct exposure to an automated monitoring system as defined above. A screening question at the start of the questionnaire excluded respondents who did not meet all three conditions. We distributed the questionnaire online, informed participants that responses were anonymous and used only for research and stated that no answer was correct or incorrect. We retained 390 usable responses after removing incomplete cases, patterned responding and responses that failed attention checks (see Table 1 for the demographic distribution).
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Measures

All constructs were measured using established reflective scales and rated on a five-point Likert scale ranging from 1 (strongly disagree) to 5 (strongly agree). The original English items were translated into Indonesian and adjusted to fit the study context without changing their core conceptual meaning. The adaptation involved three steps. Firstly, the wording was simplified so that respondents could understand each statement easily. Secondly, context-specific terms were adjusted to match the research setting and the language normally used by Indonesian respondents. Thirdly, the translated items were reviewed to ensure that each item still represented the same construct as in the original scale. No items were deleted or added during this process. The final Indonesian item wording is reported in Appendix 1 Table 1-A1.

We measured automated monitoring intensity (AMI) with six items grounded in the EPM literature (Stanton, 2000; Stanton & Julian, 2002; Stanton & Weiss, 2000). The items capture the perceived scope, frequency and evaluative use of automated tracking, such as ‘Automated systems are used to monitor my work activities’ and ‘Monitoring data are used in evaluating my performance’. We treat these items as indicators of perceived automated monitoring intensity rather than of verified AI features. This reading is deliberate: Employees respond to the perceived footprint of automated oversight, which is the theoretically relevant exposure. We record the corresponding boundary in the Limitations section, where we note that the items do not certify the presence of specific AI capabilities.

The PPI is measured with three items derived from established privacy scales (Malhotra et al., 2004; Smith et al., 1996) and reworded towards perceived overreach rather than general concern. The adapted items reference the judgement that monitoring exceeds what the work requires, such as ‘Monitoring practices go beyond what is necessary for work purposes’ and ‘I feel uneasy about the way monitoring data are stored or accessed’. The rewording shifts the target from diffuse concern about organisational practices to a contextual appraisal of boundary violation, which is the construct the model requires. We acknowledge the source scales’ origin in privacy concern and treat the distinction as a measurement boundary discussed in the Limitations.

The PRS is comprised of four items adapted from the Hong reactance scale (Hong & Faedda, 1996) and from state operationalisation of reactance (Dillard & Shen, 2005). We anchored each item to the monitoring context, which converts trait stems into situational appraisals, as in ‘Monitoring makes me feel my freedom to choose how I work is restricted’. These anchoring targets state reactance triggered by the present monitoring condition rather than a dispositional tendency. We note in the Limitations that the items draw on a trait instrument and that the contextual anchoring, while standard, does not fully resolve the trait–state distinction.

The TI comes with five items from the validated Turnover Intention Scale (Bothma & Roodt, 2013), which capture cognitive withdrawal, search intention and anticipated exit, such as ‘I often think about leaving this organisation’. The scale records the proximal cognitive state preceding actual turnover behaviour.

Ethical considerations

Ethical clearance to conduct this study was obtained from the Alauddin State Islamic University Research Ethics Code Enforcement Commission (Ref. No. 112/EC/KEPK-UINAM/2025).

Results

We assessed the reflective measurement model before evaluating the structural relationships, following established PLS-SEM guidelines (Hair et al., 2014). VIF values remained below conservative thresholds, which indicates that indicator collinearity did not threaten estimation. Most loadings exceeded 0.70, which supports item reliability. One AI Monitoring item (AMI6) loaded lower at 0.564; we retained it on theoretical grounds because it represents the breadth of the monitored domain. Furthermore, Hair et al. (2014, pp. 113–114) do not advocate the deletion of items if their removal did not materially change composite reliability (CR) or AVE. This remark provides the confidence to retain the item. Table 2 reports the measurement results.
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Reliability was acceptable for three constructs. Cronbach’s alpha, rho_A and composite reliability met recommended benchmarks for AI Monitoring, Psychological Reactance and TI, and AVE exceeded 0.50 for every construct, which supports convergent validity. Perceived Privacy Intrusion showed modest internal consistency (alpha = 0.625), above the exploratory threshold but below the conventional 0.70. We report this value transparently and return to it in the Limitations, where we connect it to the construct’s derivation from privacy-concern scales. The measurement model is therefore adequate for structural estimation, with the noted caution for PPI.

We then examined discriminant validity using both the HTMT ratio and the Fornell–Larcker criterion, which together provide a stringent test of construct distinctiveness (Hair et al., 2014). Table 3 reports both.
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Heterotrait–monotrait ratios remained below conservative thresholds, and each construct’s square-root AVE exceeded its correlations with the others, which confirms discriminant validity. The constructs are therefore related but distinct. Global fit was acceptable, with standardised root-mean-square residual (SRMR) values of 0.075 (saturated) and 0.082 (estimated) and normed fit index (NFI) values of 0.780 and 0.769; the Chi-square values (594.760; 622.004) reflect sensitivity to sample size. We then estimated the structural model with 5000 bootstrap resamples, examining the direct and serial indirect paths. Table 4 reports the results, and Figure 1 displays the model.
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The results support all 10 hypotheses and confirm the cascade’s central ordering. Artificial intelligence monitoring related most strongly to privacy intrusion (β = 0.552), which establishes intrusion as the immediate appraisal of automated oversight. Reactance was the strongest predictor of TI (β = 0.526), and its effect exceeded the direct effect of intrusion on turnover (β = 0.252), which identifies reactance as the proximal driver of exit. The serial indirect path from monitoring through intrusion and reactance to turnover was significant (β = 0.126), and the model explained substantial variance in reactance (R2 = 0.522) and TI (R2 = 0.510). The pattern matches the theoretical priority we assigned to the serial cascade over the parallel routes.

Discussion

Our empirical analysis provides a collective validation of the proposed theoretical framework, as first observed in Hypothesis 1, which posited a positive relationship between AI monitoring and PPI. The findings suggest that the granular, omnipresent nature of AI-driven surveillance transcends traditional electronic performance monitoring, penetrating the private ‘backstage’ of employee behaviour (Mettler, 2023). Theoretically, this aligns with Communication Privacy Management theory, in which organisational technologies can disrupt boundary coordination by automating the collection of information employees perceive as proprietary. Prior work on workplace privacy and people analytics similarly shows that extensive data harvesting is often experienced as intrusive regardless of managerial justification or stated intent (Carter, 2024; Ravid et al., 2020). For practitioners, the implication is that the deployment of AI oversight must be accompanied by rigorous privacy-by-design and ethics-by-design protocols, as the technical capacity to monitor does not equate to moral, legal, or psychological permission to do so (Carter, 2024).

The acceptance of Hypothesis 2 further elucidates the psychological friction generated by AI monitoring, establishing it as a primary antecedent of perceived reactance (PRS). Empirical studies on electronic monitoring and algorithmic management show that workers tend to interpret intensive digital control as a threat to autonomy rather than as a neutral efficiency tool (Jarrahi et al., 2021; Ravid et al., 2023). Within the framework of Psychological Reactance Theory, highly controlling technologies that restrict perceived choice and self-determination reliably elicit reactance responses, and research on surveillance and technostress indicates similar patterns in organisational settings (Yost et al., 2019). The results thus contribute to the burgeoning literature on algorithmic management by showing that loss of agency is a direct byproduct of being governed by opaque systems (Jarrahi et al., 2021). Rather than reducing perceptions of bias, the perceived lack of human empathy and discretion in AI-mediated monitoring can intensify feelings of being ‘trapped’ or unfairly constrained (Mettler, 2023). Practically, organisations may need to design autonomy-supportive AI features, such as explainability, opportunities for input and limited override mechanisms, to mitigate defiant responses and preserve a sense of professional discretion (Parent-Rocheleau & Parker, 2022).

Regarding Hypothesis 3, the significant relationship between PPI and PRS suggests that violations of personal boundaries serve as a cognitive trigger for resistance (Yost et al., 2019). Prior work connects privacy harms to diminished perceived freedom and heightened defensive responses, indicating that privacy is a precondition for psychological freedom rather than a purely passive state (Carter, 2024). Debates over whether reactance is more trait-like or situational increasingly recognise that intrusive surveillance and datafication can generate situational reactance even among generally compliant employees (Yost et al., 2019). Empirical studies on workplace privacy, monitoring, and control suggest that when individuals feel exposed or ‘over-known’, they seek to reassert control by questioning the legitimacy of organisational authority or by covertly undermining imposed constraints (Mettler, 2023; Ravid et al., 2020). For HR and people management, privacy thus functions as an early-warning indicator: Once employees perceive that personal boundaries have been crossed, downstream resistance to performance-enhancing initiatives becomes highly likely, complicating change management and digital transformation efforts (Cardon et al., 2023).

Validation of Hypothesis 4 establishes a direct, albeit moderate, path between PPI and TI. Research on employee surveillance and psychological contracts shows that invasive data practices are often interpreted as a breach of the implicit agreement between employer and employee, undermining trust and commitment and increasing intentions to quit (Miao et al., 2025; Ravid et al., 2023). The classic ‘exit, voice, and loyalty’ logic implies that when employees experience dissatisfaction and feel they lack influence, exit becomes a salient response; empirical work on monitoring and privacy supports the relevance of this model in digitally intensive workplaces (Mettler, 2023). While much consumer research documents a ‘privacy paradox’, studies in employment contexts indicate that when monitoring is unavoidable and linked to livelihood, privacy trade-offs are seen as coercive rather than voluntary (Carter, 2024). Managers therefore need to recognise privacy as a non-monetary job attribute whose erosion can have effects on retention comparable to reductions in pay or benefits (Barthauer et al., 2020; Chen et al., 2024).

Hypothesis 5 yielded one of the strongest effects in the model, indicating that PRS is a potent driver of TI. Work grounded in conservation of resources perspectives suggests that employees leave environments that chronically deplete psychological resources such as autonomy, control and dignity (Barthauer et al., 2020; Chen et al., 2024). Studies of electronic performance monitoring, algorithmic management and technostress consistently link high perceived control loss and surveillance pressure to strain, burnout and withdrawal cognitions (Miao et al., 2025; Ravid et al., 2023). This implies that reactance may be a more proximal predictor of turnover than privacy intrusion itself (Barthauer et al., 2020). This dynamic aligns with recent discussions of increased attrition in highly surveilled, platform-mediated labour markets, where workers often respond to perceived overcontrol by psychologically or physically exiting rather than engaging (Jianu et al., 2025; Zhang et al., 2025). Consequently, retention strategies in AI-mediated workplaces should attend not only to compensation, but also to restoring a sense of voice, discretion and respect in digitally structured workflows (Parent-Rocheleau & Parker, 2022).

Finally, the pattern of indirect and serial mediation reveals a cascading psychological process through which AI monitoring influences TIs. The significant serial pathway from AI monitoring through privacy intrusion and reactance to TI suggests that digital oversight does not simply have a direct effect on exit-related outcomes; instead, it first disrupts privacy boundaries, which then precipitate reactance that ultimately fuels the desire to leave (Ravid et al., 2023; Yost et al., 2019). Similar multistage mechanisms have been observed in research on surveillance, trust and withdrawal, where perceived invasiveness undermines fairness and autonomy beliefs, leading to disengagement and turnover cognitions (Miao et al., 2025). This evidence indicates that interventions focused solely on technical privacy controls, without addressing broader power asymmetries and opacity in algorithmic management, are unlikely to be sufficient (Diro et al., 2025; Heidemann et al., 2024). More broadly, the findings align with calls to view AI implementation as a psychological and ethical intervention, one that reconfigures relationships of control and accountability, rather than as a purely technical upgrade (Mettler, 2023; Zhang et al., 2025). Organisations that neglect these serial effects on privacy, reactance and the psychological contract risk undermining the anticipated productivity benefits of AI through heightened resistance and the loss of critical talent (Jianu et al., 2025; Ravid et al., 2023).

Conclusion

Limitations

This study shows that AI monitoring influences TI indirectly, through PPI and psychological reactance, with reactance as the proximal driver. Artificial intelligence monitoring therefore operates as a governance mechanism whose perceived legitimacy determines whether oversight stabilises performance or erodes retention. The contribution is the specified ordering of appraisal, motivation, and behaviour, which converts an unresolved debate about monitoring’s effects into a testable account of its mechanism.

Several limitations bound these conclusions and follow directly from the measurement choices. Firstly, the AI monitoring items derive from EPM instruments and capture perceived automated monitoring intensity rather than verified AI capabilities; future work should develop items that index opacity, inference, automation and permanence directly. Secondly, the Perceived Privacy Intrusion scale derives from privacy-concern measures and showed modest internal consistency, so its results warrant replication with a purpose-built intrusion scale. Thirdly, the reactance items adapt a trait instrument to a state appraisal through contextual anchoring, which does not fully resolve the trait–state distinction. Fourthly, the cross-sectional design limits causal inference, and self-report may inflate associations. Fifthly, the sample is restricted to Generation Z employees in Indonesia, and industry and contract heterogeneity were not modelled, which limits generalisability.

Future research should address these limits through longitudinal or multi-source designs, behavioural indicators such as system logs and actual turnover and AI-specific measurement. It should also test moderators that the legitimacy account predicts, including transparency, algorithmic fairness, participative implementation and autonomy-supportive leadership. From a managerial perspective, organisations should govern AI monitoring as a socio-technical arrangement, emphasising data proportionality, transparency, employee voice and autonomy-supportive practice, so that oversight does not convert into the reactance that drives talented employees to leave.
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FIGURE 1: Path model findings.
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TABLE 1: Demographic description.

Characteristic Category n %
Gender Female 214 54.90
Male 164 42.10
Other or prefer not to say 12 3.10
Age band (years) 18-21 103 26.40
22-24 178 45.60
25-27 109 27.90
Industry Technology or IT 104 26.70
Finance or banking 72 18550
Manufacturing 58 14.90
Retail or services 69 17.70
Telecommunications 42 10.80
Creative or media 32 820
Other 13 330
Job tenure (years) <1 92 23.60
12 141 36.20
34 99 25.40
25 58 14.90
Contract type Permanent 191 49.00
Fixed term or contract 118 30.30
Probationary 49 12.60
Freelance or gig 32 820
Monitoring-system type  Al-driven analytics 147 37.70
KPI-based dashboard 111 28.50
Both or combined 132 33.80

Al artif

ial intelligence; KPI, key performance indicator; IT, information technology.
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TABLE 2: Measurement model results.

Construct Item VIF Loading Alpha CR (tho_a) CR (rho_c) AVE
Al Monitoring AMIL 1497 0718 0823 0.838 0.871 0532
AMI2 1.775 0.767 - - - =
AMI3 1872 0.804 - @ . -
AMI4 1793 0772 - o - -
AMIS 1.505 0726 - A - -
AMI6 1278 0.564 - & . .
Perc. Privacy Intrusion PPIL 1129 0623 0625 0655 0799 0574
PPI2 1347 0.825 - - - B
PPI3 1366 0.808 - - - -
Perceived Reactance PRS1 1357 0739 0723 0.729 0.827 0545
PRS2 1322 0.687 - & . .
PRS3 1426 0.768 - o . .
PRS4 1333 0.757 - . - -
Turnover Intention i 1775 0.756 0793 0.798 0.858 0548
T2 1884 0783 - - - .
3 1438 0.662 - - . .
T4 1731 0747 - - . .
Tis 1504 0748 - - - B

Al Artificial intelligence; VIF, variance inflation factor; CR, composite reliability; AVE, average variance extracted; Perc., perceived.
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TABLE 3: Discriminant validity results (heterotrait—-monotrait ratio and Fornell-
Larcker).

HTMT AMI PPI PRS T
Al Monitoring - - - -
Perceived Privacy Intrusion 0.747 - - -
Perceived Reactance 0784 0.848 - -
Turnover Intention 0754 0.834 0.893 -
Fornell-Larcker

Al Monitoring 0729 : - .
Perceived Privacy Intrusion 0552 0757 - -
Perceived Reactance 0627 0.648 0738 -

Turnover Intention 32 0.593 0.689 0.740

Note: Fornell-Larcker diagonal values are square roots of the AVE; discriminant validity holds
when diagonal values exceed inter-construct correlations.

HTMT, heterotrait-monotrait ratio; AMI, automated monitoring intensity.
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TABLE 4: Structural path estimates, indirect effects and explained variance.

Hypothesis/path B tvalue pvalue  f? R?

H1. Al Monitoring - Perceived 0.552  15.417 <0.001 0.439 0.303
Privacy Intrusion

H2. Al Monitoring - Perceived 0.387 9.309 <0.001 0.220 0.522
Reactance

H3. Perceived Privacy Intrusion 0.434  10.028 <0.001 0.276 0.522
-> Perceived Reactance

H4. Perceived Privacy Intrusion 0.252 4.842 <0.001 0.076 0.510
- Turnover Intention

H5. Perceived Reactance -> 0.526 10.678 <0.001 0.329 0.510
Turnover Intention

H6. AMI > PPI > PRS 0.240 8.231 <0.001 - -

H7. AMI > PRS > TI 0.204 6.082 <0.001 = =

H8. AMI > PPI > TI 0.139 4301 <0.001 - -

H9. PPI > PRS > Tl 0.228 7.634  <0.001 = =

H10. AMI = PPl - PRS - TI

26 6.821 <0.001 -

Note: f§ = standardised path coefficient. Indirect effects estimated by bootstrapping with
5000 resamples in SmartPLS 4. R? = variance explained in each endogenous construct.
£2 reported for direct effects only. p-values are two-tailed.

AIM, Al monitoring; PPI, perceived privacy intrusion; PRS, perceived reactance; TI, turnover
intention; Al artificial intelligence.
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TABLE 1-Al: Questionnaire items.
Reference source

Item code  Survey statement

Stanton and Weiss (2000), Stanton (2000)  Electronic Performance Monitoring (EPM)
Stanton (2000)

Stanton and Weiss (2000)

Stanton (2000)

Stanton and Julian (2002)

Stanton (2000)

Smith et al. (1996)

Malhotra et al. (2004) - IUIPC refinement

Malhotra et al. (2004)

Hong and Faedda (1996) - Psychological Reactance Scale
Hong and Faedda (1996)

Hong and Faedda (1996)

Dillard and Shen (2005) - Reactance operationalisation
Bothma and Roodt (2013) - TIS-6 Turnover Intention Scale
Bothma and Roodt (2013)

Bothma and Roodt (2013)

Bothma and Roodt (2013)

Bothma and Roodt (2013)

AMIL
AMI2
AMI3
AMI4
AMIS
AMI6
PPI1
PPI2
PPI3
PRS1
PRS2
PRS3
PRS4
Tl
T2
T3
T4
TIS

Automated systems are used to monitor my work activities.
The monitoring system tracks how | perform my tasks, not only final results.
Monitoring occurs frequently during my work time.

Monitoring data are used in evaluating my performance.

The monitoring system collects detailed information about my work behaviour.
The monitoring system observes multiple aspects of my work activities.

I am uncomfortable with how information about me might be used.
Monitoring practices go beyond what is necessary for work purposes.

| feel uneasy about the way monitoring data are stored or accessed.
Monitoring makes me feel my freedom to choose how | work is restricted.

| become frustrated when my work behaviour is tightly controlled.

| feel irritated when organisational systems limit my autonomy.

Monitoring makes me want to resist how my work is managed.

I often think about leaving this organisation.

Iintend to look for another job in the near future.

If I had the opportunity, | would leave this organisation.

| am actively considering quitting my job.

I expect to leave this organisation within the next year.

Note: Please see the full reference list of this article, Adawiah, A., & Idrus, N. (2026). Algorithmic eyes, exit minds: A boundary- autonomy cascade model of artificial intelligence monitoring and
turnover intention among Indonesian Generation Z employees. SA Journal of Human Resource Management/SA Tydskrif vir Menslikehulpbronbestuur, 24(0), a3699. https://doi.org/10.4102/

sajhrm.v24i0.3699, for more information.

AMI, automated monitoring intensity; PPI, perceived privacy intrusion; PRS, perceived reactance; Tl, turnover intention.





